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Minimum Requirements for IT Evaluation Program

1- Evaluate the adequacy of all aspects of IT security governance in the bank
including update of IT security policy, effectiveness of reporting line of head of
IT security.

2- Do Risk assessment of all IT infrastructure, database, networks and various
operating systems safeguard controls are in place for protection of these
information and T related infrastructure. Includes consideration of information
security risks from malicious external threats and internal vulnerabilities to the
Bank’s IT and communication infrastructure.

3- Do External Penetration Test through Certified Ethical hacker :

e Black Box
o White Box

4- Evaluate the protection systems against new Kind of Malwares (whether from
inside and outside)

5- Review the security configuration of the routers, firewalls, IPS, IDS

6- Test efficiency of Network Segmentation against spreading malware if part of
network affected.

7- Evaluate DDoS attack mitigation solutions

8- Test Detection, prevention, and recovery controls to protect against malicious
code and appropriate user awareness procedures are implemented

9- Review Antivirus signature and it is up to date on all machines and it is
monitored effectively.

10- Review Intrusion Detection System & Intrusion Prevention System and how
are these response if there is suspicious activity (and Evaluate their location
in the network). Also make sure the log reviewed in daily basis at least.

11- Test Incident management response through test scenario.

12— Evaluate and test Business Continuity Plan and Data Recovery Plan and
Confirm that BCP and DRP also cover information security related incidents
caused from both the external threats and internal sources.

13- Check the Segregation of Duties in IT Security, IT Operation Roles.



-

14~ Verify there is adequate procedure for scanning attachment that coming by
Email against Trojans and malware.

15— Verify that there are adequate and strict procedure for using removable
media.

16—  Verify that there are updated policies and secure procedures in place for
remote access to the organization’s networks

17- Confirm that security risks have been considered for each component of IT
infrastructure, perimeter security has been considered in the network design
and network segments with high security risk have been identified.

18- Evaluate process and functions for SOC (Security Operation Center) and
NOC (Network Operation Center).

19- Evaluate the outsourced security functions

20- Evaluate how adequate the adopted IS awareness campaign (internally and
externally).

21~ Verify that there are logging activities in place for all systems and check how

these logs are reviewed.




